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Claims 

[ci] 1. In a system for performing an action, in response to 
an electronic communication regarding an account, 
which electronic communication is received from a 
sender by a receiver, a method comprising the steps of: 

(a) initially, associating by the receiver, sender iden- 
tity information and a public key of a public-private 
key pair with the account such that the public key is 
retrievable based on the sender identity information, 
and wherein the public key is associated with the ac- 
count in a computer database; and thereafter 

(b) receiving the electronic communication from the 
sender, 

(i) wherein the electronic communication was cre- 
ated after the association of the sender identity in- 
formation and the public key with the account in 
step (a), 

(ii) wherein the electronic communication com- 
prises, 

(A) the sender identity information, and 

(B) predetermined encoded information obtained 
by using the private key of the pair, and 



(iii)wherein the electronic communication is com- 
municated electronically from the sender; and 
(c)validating the identity of the sender for the elec- 
tronic communication by only performing the steps 
of, 

(i) utilizing the sender identity information received 
in the electronic communication to retrieve the 
public key based on the association of the sender 
identity information and the public key with the ac- 
count performed in step (a), and 

(ii) comparing a function of the public key and the 
predetermined encoded information with a function 
of the electronic message, wherein the function 
comprises decrypting the predetermined encoded 
information using the public key, 

whereby a comparison resulting in a match validates the 
identity of the sender. 

2. In a system for performing an action, in response to 
an electronic communication regarding an account, 
which electronic communication is received from a 
sender by a receiver, a method comprising the steps of: 
(a)initially, associating by the receiver, sender iden- 
tity information and a public key of a public-private 
key pair with the account such that the public key is 



retrievable based on the sender identity information, 
and wherein the public key is associated with the ac- 
count in a computer database; and thereafter 

(b) receiving the electronic communication from the 
sender, 

(i) wherein the electronic communication was cre- 
ated after the association of the sender identity in- 
formation and the public key with the account in 
step (a), 

(ii) wherein the electronic communication com- 
prises, 

(A) the sender identity information, and 

(B) predetermined encoded information derived 
using the private key of the pair, and 

(iii) wherein the electronic communication is com- 
municated electronically from the sender; and 

(c) validating the identity of the sender for the elec- 
tronic communication by, 

(i) utilizing the sender identity information received 
in the electronic communication to retrieve the 
public key based on the association of the sender 
identity information and the public key with the ac- 
count performed in step (a), and 

(ii) comparing a function of the public key and the 



predetermined encoded information with a function 
of tlie electronic message, wlierein tlie function 
comprises decrypting tlie predetermined encoded 
information using the public key, 
whereby a comparison resulting in a match validates the 
identity of the sender, and wherein neither a PIN nor a 
password is required to be transmitted to the receiver for 
validating the identity of the sender. 

3. In a system for performing an action, in response to 
an electronic communication regarding an account, 
which electronic communication is received from a 
sender by a receiver, a method comprising the steps of: 

(a) initially, associating by the receiver, sender iden- 
tity information and a public key of a public-private 
key pair with the account such that the public key is 
retrievable based on the sender identity information, 
wherein the sender identity information comprises 
other than an account number, and wherein the pub- 
lic key is associated with the account in a computer 
database; and thereafter 

(b) receiving the electronic communication from the 
sender, 

(i)wherein the electronic communication was cre- 
ated after the association of the sender identity in- 



formation and the public l<ey with the account in 
step (a), 

(ii) wherein the electronic communication com- 
prises, 

(A) the sender identity information, and 

(B) predetermined encoded information derived 
using the private key of the pair, and 

(iii) wherein the electronic communication is com- 
municated electronically from the sender; and 

(c)validating the identity of the sender for the elec- 
tronic communication by, 

(i) utilizing the sender identity information received 
in the electronic communication to retrieve the 
public key based on the association of the sender 
identity information and the public key with the ac- 
count performed in step (a), and 

(ii) comparing a function of the public key and the 
predetermined encoded information with a function 
of the electronic message, wherein the function 
comprises decrypting the predetermined encoded 
information using the public key, 

whereby a comparison resulting in a match validates the 
identity of the sender. 



4. In a system for performing an action, in response to 
an electronic communication regarding an account, 
which electronic communication is received from a 
sender by a receiver, a method comprising the steps of: 

(a) initially, associating by the receiver, sender iden- 
tity information and a public key of a public-private 
key pair with the account such that the public key is 
retrievable based on the sender identity information, 
and wherein the public key is associated with the ac- 
count in a computer database; and thereafter 

(b) receiving the electronic communication from the 
sender, 

(i) wherein the electronic communication was cre- 
ated after the association of the sender identity in- 
formation and the public key with the account in 
step (a), 

(ii) wherein the electronic communication com- 
prises, 

(A) the sender identity information, and 

(B) predetermined encoded information derived 
using the private key of the pair, 

(iii) wherein the electronic communication is com- 
municated electronically from the sender, and 

(iv) wherein the electronic communication is the 



only electronic communication received from the 
sender by the receiver relating to the action; and 
(c)validating the identity of the sender for the elec- 
tronic communication by, 

(i) utilizing the sender identity information received 
in the electronic communication to retrieve the 
public key based on the association of the sender 
identity information and the public key with the ac- 
count performed in step (a), and 

(ii) comparing a function of the public key and the 
predetermined encoded information with a function 
of the electronic message, wherein the function 
comprises decrypting the predetermined encoded 
information using the public key, 

whereby a comparison resulting in a match validates the 
identity of the sender. 

[c5] S.The method of claims 1, 2, 3, or 4, wherein the prede- 
termined encoded information comprises transactional 
account information. 

[c6] 6.The method of claims 1, 2, 3, or 4, wherein the prede- 
termined encoded information comprises entity informa- 
tion. 



[c7] 7.The method of claims 1, 2, 3, or 4, wherein the ac- 



count information comprises transactional account in- 
formation. 

[c8] S.Tlie metliod of claims 1, 2, 3, or 4, wherein the ac- 
count information comprises entity information. 

[c9] 9.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the electronic communication includes the electronic 
message. 

[ciO] lO.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the electronic message is implied from the receipt of the 
electronic communication. 

[cii] Il.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the digital signature is derived within a smart card of the 
sender. 

[cl2] i2.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the predetermined encoded information is received from 
the sender within a terminal of a third-party and then 
forwarded to the receiver. 

[ci3] i3.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the electronic communication is received over a secure 
network. 

[ci4] i4.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the electronic communication is received over an inse- 



cure network. 



[ci5] is.The method of claim 14, wherein the networl< com- 
prises the Internet. 

[cl6] l6.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8,wherein 
the electronic communication is received encrypted. 

[cl7] i7.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the electronic communication is received unencrypted. 

[ci8] iB.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the receiver is a financial institution and the action on 
the account comprises a financial transaction. 

[ci9] ig.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the electronic communication includes the public key. 

[c20] 20.The method of claims 1, 2, 4, 5, 6, 7, or 8, wherein 
the sender identity information comprises the account 
number. 

[c2i] 21.The method of claims 1, 2, 4, 5, 6, 7, or 8, wherein 
the sender identity information comprises other than the 
account number. 

[c22] 22.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the public key was associated with the account when the 
account was first established. 



[c23] 23.The method of claim 22, wherein the public key was 
provided by the sender to the receiver. 

[c24] 24.The method of claim 22, wherein the public key was 
provided to the sender by the receiver. 

[c25] 25.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 
the predetermined encoded information includes infor- 
mation required to process the action. 

[c26] 26.The method of claims 5 or 7, wherein the transac- 
tional account information includes a personal identifi- 
cation number (PIN). 

[c27] 27.The method of claims 5 or 7, wherein the transac- 
tional account information includes an account balance 
representing funds in the account. 

[c28] 28.The method of claims 5 or 7, wherein the transac- 
tional account information includes information vali- 
dated when the account was established. 

[c29] 29.The method of claims 5 or 7, wherein the transac- 
tional account information includes information that was 
validated in a face-to-face acknowledgement between 
the sender and the receiver. 

[c30] BO.The method of claims 1, 2, 3, 4, 5, 6, 7, or 8, wherein 



the account comprises a checking account. 

[c3l] 31.The method of claims 5 or 7, wherein the transac- 
tional account information includes a history of ledger 
transactions in the account. 

[c32] 32.The method of claims 6 or 8, wherein the entity in- 
formation includes the social security number of the 
sender. 

[c33] 33.The method of claims 6 or 8, wherein the entity in- 
formation includes the address of the sender. 

[c34] 34.The method of claims 6 or 8, wherein the entity in- 
formation includes the mother"s maiden name of the 
sender. 

[c35] 35. The method of claims 6, wherein the predetermined 
encoded information only includes entity information of 
the sender. 

[c36] 36.The method of claims 8, wherein the account infor- 
mation only includes entity information of the sender. 

[c37] 37.The method of claims 5 or 7, wherein the transac- 
tional account information includes business process in- 
formation. 

[c38] 38.The method of claims 5 or 7, wherein the transac- 



tional account information is stored in fields in records 
in a computer database. 



[c39] 39.Tlie metliod of claim 38, wherein the records com- 
prise an account file. 

[c40] 40.The method of claim 39, wherein the records further 
comprise a transactions file. 

[c4i] 41.The method of claims 1, 2, 3, or 4, wherein the pre- 
determined encoded information is derived within a 
hand-held device of the sender. 

[c42] 42.The method of claims 6 or 8, wherein the entity in- 
formation comprises personal information of the sender. 

[c43] 43.The method of claims 1, 2, 3, or 4, wherein the func- 
tion of the electronic message comprises applying a 
hashing algorithm to the electronic message. 

[c44] 44.The method of claims 1, 2, 3, or 4, wherein the func- 
tion of the public key and the predetermined encoded 
information is a digital signature. 



